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HoMmep Ha
OOKYMEeHTa

HamMeHOBaume Ha AOKYyMeHTa

3aKOH 3a KMOEpCUTYPHOCT

O6H. IB. Bp.9%4 or 13 HoemBpm 2018r., wusm. IB. Bp.69 or 4
ABryct 2020r., u3M. u pom. OB. 6p.85 otr 2 OxTomBpM 2020T.,
nsM. m momn. IB. ©6p.15 or 22 PeBpyapu 2022r., wusMm. IB.
p.25 oT 29 Maptr 2022r1.

[Ipunoxenue N 1 koM uJ. 4, an. 1, Tv. 2 or 3AKOH 3A
KVBEPCUT'YPHOCT

HAPEIIBA 3a MMHMMAJHUTE M3UCKBAHUA 3a MpexoBa u
MHQOPMALMOHHA CUTYPHOCT

[lpuera ¢ IIMC N 186 or 26.07.2019 T'., OBH., B, 6p. 59 om
26.07.2019 0., B cuma om

26.07.2019 r.

MpunoxenneN 1 xoMm 9I.2,an.4 or HAPEIEBA 3a MMHUMAJIHUTE
VIBMCKBAHMA 3a MpexXoBa M MHOOPMALMOHHA CUTYPHOCT
CoMcChK Ha CTaHmapTH B ofjacTTa Ha MpexoBaTa u
MHOOPMALMOHHATA CUTYPHOCT

lIpnnoxeHne W 2 koM ui. 6, ain. 1 u 7 om HAPEIBA =a
MMHVMAJIHUTE UBUCKBAHMSA 34 MPEXOBa U UHOOPMALIMOHHA
CUT'YPHOCT

Knacupuraumm Ha mubopMaumara

punoxeHre N 3 KBM un.7, an.3oT HAPEJIEA sa MUHMMAJHUTE
USMCKBAHUA 3a MpeXoBa M MHOOPMAlMOHHA CUTYPHOCT

AHanM3 M OlleHKA Ha pucKa 3a CUTYPHOCTTa Ha MHOOPMALVOHHUTE
¥ KOMYHUKALUUOHHUTE CUCTEMH

Ipunoxeure N 4 kM un.22, an.6 or HAPEIBA 3a MMHVMAJIHUTE
VSUCKBAHMA 3a MpexoBa M MHOOPMAllMOHHA CUT'YPHOCT MBUCKBAHUS
33 KOHOUTIypuUpaHe

IpuinoxeHre N 5 xiMm wi.24, T.13 or HAPEIBA 3a MVHVMAJIHUTE
VSMCKBAaHMA 3a MpeXoBa M MHOOPMALMOHHA CUTYPHOCT
NsuckBaumsg xeMm headers nHa OTTOBOPUTE Ha BaSBKMU 3
ayebcamnToseTe

[Ilpunoxenme N 6 xbM wi.3, ajnx.2, T.2 oT HAPEIBA =a
MMHVMAJIHMTE M3MCKBAHMSA 33 MPeXOBa U MHOOPMALIMOHHA
CUT'YPHOCT NPENOPBUYUTETIHM QYHKUMM HAE CIIYyXMTeNsa/3BEHOTO,
OTIOBApPAN/O 3a MpexoBaTa u MHPOPMaLIMOHHATA CUDYPHOCT

[lpunoxenne N 7 xeM wi.31, am.2 or HAPEIBA 3a MMHMMAJIHUTE
MSMCKBaHMA 3a MpexoBa M MHOOPMAlMOHHA CUT'YPHOCT
YBEOOMJIEHUE 3a UHIMIOEHT KBMCEeKTOpHUS EPUKC

llpusoxenne N 8 oM wi.31, an.3 or HAPEIBA sa MMHMMAJIHUTE
VISUCKBAaHMA 3a MpexXoBa ¥ MHOOPMALMOHHA CUT'YPHOCT
OfobmeHa craTHcTUuecka uHQOPMaAUMS B3a MHLUMIEHTM OT
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HoMep Ha
OOKYMeHTa

HamMeHOBaume Ha OJOKYMeHTa

CcexTopHnA EPVKC KBM HaUMOHANHUS EPUKC

[lomnoxenne N 9 or HAPEIBA =a MMHVMAJIHUTE MU3UCKBaAHUSA 3a
MpexoBa M MHQOPMalMOHHA CUTYPHOCT
Kiacuomkauus Ha MHUMIEHTHUTE u OpUOPUTET

3. PETYICTBP HA PEBUBUNTE HA JOKYMEHTA

OCHOBaHMe Ba
Perusus N CTpaHMIaA M BUL Ha MBMeHEHMETO
UBMEeHEeHMeTO
01/07.06.2023 HOB HOOKYMEHT
4 . 3AIIUCHU
Cpoxk
MMe Ha Banuca SAMERY ca
cB3maBa orT Macro na Ba
CEXpaneHmne C'BXpaHeHne
YBeIOMIIEHME 3a MHUMUIEHT ECUKT ECUKT 5 TommHM
OCobumeHa craTrmMcTHUecka
- i ECHUKT ECHUKT 5 TommHM
MHGOPMALUMS 3a MHUMOSHTHU
Krnacupukaumsa Ha mHLUMOEeHTUTE ECHKT ECHKT T —
" IpUOpUTEeT
PerucTsp Ha puckomere ECHUKT ECHUKT 5 romuuHu
Onuc Ha MHOOPMALMOHHUTE ECHIKT ECVUKT 5 FOTE
AKTUBM

5. DAHHU BA NPUEMAHE/UBTETJISHE HA IOKYMEHTA

Mp. 06 pemusna: 01 | 10 06.2023 .

T'pymn KocTammuos

o Ba usTermMI -
8a nonyumn - aGouarT
P. | OpPraHMBanMOHHO SEBEHO YIIP
N nme garTa nognuc mara nompnuc
B cuja oT: M3TOTBUII: crp. 3or 20
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Homep Ha
OOKyMEeHTa

Haummenosaume ma HJOKyMeHTa

CeKTopHmsa EPUKC xBM HauMoHAJHMS EPUKC

[Ipuyoxenue Nt 9 ot HAPEIIBA 3a MMHUMAJJHNTE M3UCKBAHUS 5a
MpeXoBa M MHPOPMALIMOHHA CUT'YPHOCT
Knacupmraums Ha MHLUUIEHTUTE K IPNOPUTET

3. PETUCTEP HA PEBUBUUTE HA JOKYMEHTA

PeBusus N

OCHOBAaHME Ba
UBMEeHeHNeTo

CTpaHMIIa M BUL HA MBMEHEHUETO

01/07.06.2023

HOB HOOKYMeHT

4 . 3AIINCHU
Cpox
MMme Ha Banmca Ay
cEsmaBa oT Macro na Ba
C'BXpaHeHne CBXpaHeHne
YBeIoMIIeHMEe 3a MHUMIEHT ECUKT ECHUKT 5 romuum
OBobmeHa cTrarTMcTUUecKa ECUKT ECHKT T —
nHdOpMaLMS 3a MHUMIOSHTHU
Knacmpuxauya Ha MHUMOEHTMTe ECUKT ECHKT 5 o
M NPUMOPUTET
PerucTsp Ha puckoBeTe ECHKT ECHKT 5 TommHM
OmMc Ha mMHOOPMALMOHHMUTE ECUKT ECUKT 5 romm
aKTUBU
5. IAHHM 3BA IPUEMAHE/USTEIJISIHE HA JOKYMEHTA
o 8a usTerma -
Ba nosydmn a6onawT
P. | OpPraHMBanMOHHO BBEHO yIp
Ne uMe nara IIoOnmc maTa IIOJIINC
Mp. 06 01 B CcuJIa oOT: M3TOTBUI : crp. 3or 20

PEeBUBUS:

07.06.2023 .

I'pyon KocramuzHOoB
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1, OEJ ¥ NPENHASHAUYEHUE

Hacroamara mnommtuxa wuma =a LeJI OCUMTYypSABAHETO Ha MpexoBaTa u
MHOOPMALMOHHE CUTYPHOCT Ha ~KoMIllekcen oHKOJIOTMYen LHeHTBP Byprac”
EOOQ. IMomuTmkaTa BKIIOURA CBOTBETHM CHeUMOUUYHU [HOJIUTUKKU =33 CUTYPHOCT
Ha MHQOPMALMOHHUTE W KOMYyHMKALMOHHUTE  CUCTeMH, KaTo ofMeH Ha
MHGOPMaLMA, UBNON3BAHE Ha MOGMITHM yCTpoicTea, padoTa oT pascrosHue,
VISHON3BAaHe Ha KPUITOTpadcKu MEXaHM3MM, VYIPaBJIEHME Ha NOOCTBONTE U
ABTEHTUKAUMATA, paspaboTrrBaHe Ha HOBU cucTeMu, YIpaBJeHue Ha
VMHUUOEHTH, B23aMMOOTHOIEH e c TpeTn CTpaHu, IIOBUIIABAHE Ha
KBaIMPMKAUMATA Ha CIYXKUTEIUTE ¥ Ha OCBEIOMEHOCTTa IO OTHONEeHMEe Ha
MpexoBaTa M MHOOPMAaLlMOHHATA CUTYPHOCT M Ip.

2. OEBXBAT HA HEﬁCTBME/OBHACT HA [PUJIOXEHUE

llommTrkaTa 3a wMpexoBara u MHQOPMALMOHHA CUTYPHOCT ce npunara
BBPXY MHQOPMALMOHHMTE aKTUBY (BKIOUYECHU B ~ONMC Ha MHOOPMALMOHHKUTE
AKTUBU”  CIOOpPeX TeXHUTEe CHeLudUYHN NPUTIOXEHVS B  MHOOPMALIMOHHATA
CTPYKTypa Ha Je4ebHOTO 3aBemeHue), VMHOOPMALUMOHHM U KOMYHMKALMOHHN

cucTeMmn C  OpuexamMs MM Xapayep, copryep wu OOKYMEHTaLML,
[IONIBPXRAIMTE TI'M CUCTEMM, ONePaTUBHU npouecu/meMHOCTH, CIYXATENM K
BBHIHM  OopTranmsauun/ Ha ,KOMIJIEKCEeH OHKOIOTHMUYEH LeHTBP - Byprac”

EOOI, sBxuwuBamu HeroBaTa WUT UHPpacTpykTypa /coBcTBeHa u HaeTa/ wu
HDaHHNTE, CBHOBPXANM Ce B CHUCTEMATE.

3. ONMCAHME HA JNOKYMEHTA
PABQEJ I

OBIYi [NOJIOXEHMSI

Un.l. MpexomaTa u MHOOPMALIMOHHA TS CUTYPHOCT Ce& ocCurypsBa upes
OPTaHM3alUMOHHNU, TEeXHOJIOTUMUHU u TEeXHUYECKU MEepKH, CBOOpPasHO
crneuudpmraTa Ha oenHocTTa Ha JeueBHOTO 3aBeneHune, KaxKTo u
HPOIIOPUMOHAJIHM Ha PUCKOBETE MEpPKU, CBBPP3aHM C I[OCTHUIAHEeTO Ha
OCHOBHHUTE LeJM Ha MpexoBaTa u uHbopMaLMoOHHaTa CUT'YPHOCT, a WMMEHHO
SallasBaHe Ha HOOCTBIHOCTTA, UHTEeTpuTeTa U KOHOMIOEHLMAJHOCTTa Ha
nH@OopMalMAaATa IO BpeMe Ha udemmMsa M XM3HEH UWKBI BBE U upes
MHPOPMALMOHHNTE U KOMYHVMKALUMOHHUTE CUCTEMU Ha ~KOI-Byprac” EOQO].

Yn.2. MepxuTe  3a MpexoBa M uMHOOPMALMOHHA CUT'YPHOCT  Ha
APYXECTBOTO Ca CBOOPA3EHM C MSUCKBAHMATA HA HALMOHATHUTE HOPMaTUBHU
aKTOBe, KaTO Hapenfara 3a MUHMMAJHUTE USUCKBAHMS B4 MpexoBa u
VMHQOPMAaLMOHHA CUTYPHOCT, perjaMeHTUTe Ha EBponelickus cwo3 u ce
npuiarar, cBOBpasHO yYKasaHuATa Ha [IPUIIOXUMUTE MEeXIYyHAapOIHN
CTAaHNAPTH, [PENOPBKM Ha NPOUBBOOUTENM WU [oCTaBuMLyM Ha codTyep wu
Xapllyep, KakTo u ¢ 1»oCpuTe NOpPakKTUKHA, IPEeNopBbYaHy OT BOIemM B
oblacrTa Ha MHOOPMaLMOHHATA CUT'YPHOCT OpTaHM3alluu.

Un.3. B ,KoMmuexkcen OHKOJIOTMYEH ULeHTBp-Byprac” EOOI =a MpexoBaTa
“  UHOOPMALMOHHAT] CUI'YPHOCT e OTIOBOPEH CJAYXUTEN MM oTne,
OlIpellesIeH CBC 3aloBel Ha YIOpaBUTENS:
3.1. C orJien Ha CIlasBaHETO Ha BCUUKU UBUCKBAHUSA
OTOENBT/CHYyXKUTENST e HAa HPAKO IMNOONUMHEHMNE Ha YIpaBUTEJ ST
Ha ,KOIO-Byprac” EOOQJ, xaTo 1O uHQOpMMPa 3a CBCTOSHMETO U
npobieMuTe B MpexoBaTa u MHOOPMALMOHHATA CUTYPHOCT;

B cuJja oT: MBTOTBUI : crp. S5or 20
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3.2. IpenopruMTenHmTe byHKIIMKM Ha OTHENBT/CIyXUTENST, oTroBapsm
3a MpexoBaTa M uHOOPMALMOHHATA CUTYPHOCT, Ca OOMCaHU B
[lpusnoxeume M 6 om Hapenbara 3a MuMHuMaNIHMTE uUBMCKBAHMS 3a
MpeXxoBa M MHOOPMALMOHHA CUTYPHOCT (HMUMINC) .

Un.4. YnopaBurenar Ha ,KoMmojekceu OHKOJIOTMYEH LeHTBp-Byprac” EOOI
HOCHU LAJOCTHA OTTOBOPHOCT 3a MHGOPMaLMOHHATA UHOpacTpykTypa,
obpabBoTrBama u CBXPaHABalla JIMYHM JaHHM M KATO TAKDLE VIIPAXHABA BCUUKU
IpaBa ¥ SaOuiIXEeHMS 10 TapaHTUpaHe 3amnasBaHETO Ha OOCTBIIHOCTTA,
MHTerpuTeTa U KOHQUISHUMAJIHOCTTA Ha nHpopmMaumara .

Un.5. Hacrosdmarta noamTuka ce oTHacy 3a BCUYKM HOTpebuTeamrTe,
[IoNI3Bamy MHOOPMALMOHHUTE aKTUBM Ha ,KOMIJexcen OHKOJIOTMYEH LEHTBD -
Byprac” EOQO]I.

9n.6. Cemara ce nperyiexna M OBHOBABRA PeIOBHO, HO He NO-PSAOKO OT
BeOHBX T'ONUIIHO.

Yn.7 ,KOL-Byprac” EOOI e yBemoMmyia BCHUUYKU BaMHTEepeCcOoBaHu Julla,
He Ipujara IONUTUKKY 3a MHOOPMAlMOHHA CUT'YPHOCT UYpes cauTa CHu, KaKTo
n Hpes eJIEeKTPOHHUA IOIIUC, C KOMUTO Ce OO0ONMCBa KOPECIOHOEHUMSTa KbM
TpeTu Jmlla [0 eJIEKTPOHEH MIbT.

Yn.8. TIoTpeburenure Ha nHpopMaumoHHaTa CcucTemMa B JeueBHOTO
SaBelleHre Cce 3ambelIXaBaT ga CJenBar IpOoLenypPUTE ¥ MHCTPYKLUMMTE IO
VHQOPMALIMOHHA CUTYPHOCT, 5a MHOKJAmBaT 13a NpoGJjeM ¥ MHLUUISHTU B
UHOOPMALIMOHHATA undppacrpykrypa.

8.1. IlpM BCAKO CBMHEHME 3a  uUin npobus B Gasara HDaHUM Ha
OplaHMs3anyuaTa, CHIYyXKATeNAT € MIBXKeH Ia yBeIoMu OIBXHOCTHOTO JIUlle IO
SallMTa Ha MHPOPMAUMOHHATA CUTYPHOCT.

8.2. IIIBEXHOCTHOTO JIMLE CBOEBPEMEHHO MHOOpMUPA YnpaBuTengs Ha
JIeueOHOTO SBaBemeHue.

8.3. [IBXHOCTHOTO JMile cCHasBa USVCKBAHETO 3a yBeIOMsSBaHe Ha
perynaropa B ciyyal Ha NOpoBMB B BamMTaTa Ha uHbpopMaLusaTa, B Ciyuan
Ha npobuB B CHCTeMaTa OpU MOCJIENBANMO M3TUUYAHE HAa JIMYHY IOaHHU.

8.4. YBemomsgBaHeTO Tpabea Ha cTaHe He NO-KbBCHO OT 72 dYaca cJen
YCTAQHOBABAHETO Ha npobuea koM K3JII.

8.5. CnumespeMeHHO IIp VMHLMAEHT C MpexoBaTa ¥ MHOOPMALMOHHATA
CUTYPHOCT IOII'BXHOCTHOTO auue, OTTOBAPAILO 3a MpexoBaTa u
MHQOPMALMOHHATA CUIYPHOCT yBeIoMSBa ibpxaBHa areHuus ,EJIeKTPOHHO
YHOpaBJieHre” Ba MHUUISHTUTE B CpOKOBETe, nocoueHM B ux. 21, an. 4 u 5
u un. 22 or 3akoHa 3a KMOEpPCUTYPHOCT .

8.6. IIIBXHOCTHOTO JMile =a yYBeInoMABaHeTO mo wi.31, amx. 1 ot
HapenBa 3a wMuuuMamamre U3UCKBAaHUA 3a MpexoBa u MHQOPMAIIMOHHA
curypHocT (OOH. IB. 6p.59 or 26 mmu 2019r.) m no wui. 17, am. 7 om
3aKoHa 3a KMOEPCUTYPHOCT, W3NOJA3BA bopmMaTa, mnocoueHa B OBpasen, N 2
(YBenmoMiieHMne 3a MHUUIOEHT KBM  CEeKTOpHMA EPUKC) KBM HacToAmaTa
IOJINTHUKAE .

Yix.9. llepcoran®sT Ha ,KoMIojexcen OHKOJIOTMYEH LeHTBPp-Byprac” EOOI

B Cuja OT: U3TOTBRUI cTp. 6or 20
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Ceé BammIkaBa Ha CIasBa HaCTOAMATA HOMMTHKA, KAKTO U BCUYKM IpaBuia,
CBBP3aHM  C  MHOOPMalMOHHATA CUTYpPHOCT, OIMCaHM B  HOpouenypwu,
VHCTPYKUMM M IOPYTM IOOKYMEHTM Ha JeYeBHOTO 3aBeleHue .

9.1. BCeKM CIYyXUTEN, KONTO fpeuenu, dve wuma 3n0ynorpeba c
HacToAmaTa IMNOJUTHKAa B ObTaHMsanuara, TpadBa Oa YBELOMM NIBKHOCTHOTO
JIMLe IO 3amlMTa Ha MHOOpMaumsTa.

9.2. Bcexnu CIYXUTEJ, 3a KOTOTO € yCTAaHOBEHO, uYe e Hapymmj Tazu
IOJIMTUKA, NONJIEXM Ha OUCLUNIMHADHA OTTOBOPHOCT .

9r.10. ~KoMIllekcen  oHKoOJOTHUeHn LUeHTBp—Byprac” EOOI npuema
BRETPEWHM HNpaBuUila 3a KJIacuduraums Ha MHPOPMaUMATE, KOUTO YKABBAT Kak
fa Ce Mapkupa, wu3noI3Ba, 06paboTsa, OOMEHS, CBXPAHABA U YHUMOXABA
MHbpopMaLMATa, C KOATO pasnojara oOpraHM3auMATa. (IlpenoptunTenna
KIacupmukaums e nmameda B Hpnnoxenue N 3.)

10.1. Bcexu cayxures uma HPpaBO Ha [OOCTBI, MSIOOJ3BAHE MWK
ClionesigsHe Ha wuHOopMauua Ha ,KoMIjIekcew OHKOJIOTMYEH UeHTbp—Byprac”
EOOI camo moxosnxoTo e paspemeHo u  HeoOXOOMMO Ba UBNLIHEHME Ha
BB3JIOKEHNTE My PaBOTHM SambiUKeHNST.

10.2. Bceru cayxmrTes HocH OTT'OBOPHOCT Ia [»OoKJanBa He=3abaBHO =3a
Kpaxba, 3aryfa uIM = HepaspeleHo pPaskpuBaHe Ha wumHOopmalusa  Ha
~KOMIITexceH OHKOJIOTHUeH LHeHTBp-Byprac” EOQ]I.

10.3. Cayxuremmre ca OTT'OBOPHM 3a yIpaxHABAHETO Ha noBpa
[IpElleHKa [0 OTHOWEeHME Ha pPasyMHOCTTAa Ha JIMYHA ynorpeba. OTmesHMUTE
OTHeM Cca OTIOBOPHM 3a Cb3IABAHETO Ha HaCOKM  OTHOCHO  JIMYHO
M3MNOJI3BaHe Ha MHTEPHET /MHTPaHeT/eKCTpaHeT cCucTeMms. Mpu Jswunca Ha
TAKMBA NOJUTHUKM, CIYyXKUTEJIUTE Tpa6Ba ma ce PEKOBOIAT OT HNOJUTUKUTE Ha
OTIeJa 3a JMYHa yhnorpeba ¥ ako uMa HeCUTYPHOCT, CIyXUTeNuTe TpsadBa
fla Ce& KOHCYJTUPAT CBC CBOS NPAK PBHKOBOIMTEN WK MeHUIXEBP .

Un.11. ,KOMIJIEKCEH OHKOJOTMUEH HeHT®p - Byprac” EOOI cu =amna=ra
[IpaBOTO nHa WM3BBPUWEBA OEPUOOUYEH ONUT Ha MpeXy U CucTeMM, =a I1a
T'apaHTWpaT Cna3BaHeTO Ha TasM NOJUTUKA.

PABIEN II
SAIMUTA

Un.l2. ~KOl-Byprac” EOOI um3ObLiIHSRA IPpMHLMIIA Ha Ccerperanmsi, KaTo
nonnepxa MHOOPMALMOHHMTE U KOMYHUKAUMOHHUTE CH cucreMr QUBUYECKM K
JIOIMHECKY pPasmesyeHu I[OMEeXOYy CM, KaKTO u PasmeJsieEM M UB0JIUPAHM OT
MHOOPMALVOHHUTE ¥ KOMYHMKALMOHHUTE CuCTeMV Ha TpeTH Jmuia.

Ye® CBPBLPBLT, CPPBBPBT C NPUIIOKHUSA COdTyep wm CBPBBPBT C Basara
HaHHM Ca PAasNOJIOKEeHM Ha PasIMYHM MANMHKY U B PasInUHY MpPEeXU.

Yx.13. JleueBHOTO 3aBereHune TapaHTHUpa, ye TPadUKDLT MEXIY
OTHEJIHUTE ¥ CHUCTeMM U [ONCUCTeMMA e KOHTPOJIMPaH upes MNOOXOIAmO
bunrpupane (o IP ampec, 10O OPOTOKOJ, IO HOMEp Ha OopT oT
Transmission Control Protocol (TCP) /Internet Protocol (IP)) ¢ uex
NPEBEHUMUS Ha €BEHTYAJHM aTaKky u Ol'PaHV4YaBaHEe Ha pPas3IpPOCTPaAHEHMETO Ha
VHUUOSHTH .

Ip. 06 peBususa: 01
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13.1.Bcaxka KOMyHMKAaLUMS, OCEIIECTBEHa MeXIy BBETPEmHOPUPMEeHaTa
MpeXa U BTBHIIHA Mpexa, ce KOHTpOJIMPa OT 3amMTHa cTena / firewall,
Upes Cb3ImaBaHe Ha OpaBuia 3a OJIOKMpaHe Ha:

- Hacumme u nopHorpadms;

- Broxnamepenu” IP ampecu;

- ,OnmacHu canTope”;

- Hexesanm pekgamum;

- CoumanHu Mpexu.

13.2. Ipy%ecTBOTO TapaHTVpa Cb3IaBaHeTO Ha MNpaBMia Ha BCEKU
CEPBBP 3a oOQmiuTpaumus Ha DNS, IP ampecu (malicious, botnet§) wmeitn
Tpadbuk (spammers), TCP/UDP noproBe u BBBeXIaHe Ha OBJexjucTa
(blacklists), xaTo squidblacklist.

13.3. HeHyXHUTEe MNPOTOKOMM U [IOpTOBE N[O NPOTOKONMM Ce 3abpaHsaBarT
9peS  AaNeKBaTHO KOHOUIYpMpaHe Ha WBNOJI3BAHUTE codryepHM pemeHwus,
XAPIYEPHU YCTPONUCTBa M OOOpyABAHE 3a BammUTa U KOHTPOJI Ha Tpaduka.

13.4. Axo pmameH cair e HEIIPABMJIHO KAaTEeTrOpUBMPAH, CIyXATEIUTe
MOTaT Ia NOMUCKAT CalThT na 6bie neCloKMpaH dYpes MomaBaHe Ha OUCMEHO
VICKaHe 3a omoOpeHMe KBM CIOYXATENS WU OoTHesla IO MpPexoBa u
MHQOPMalLMOHHA CUTYPHOCT. WT CIyXUTeJl me mnperJyieda 3asBkaTa U me
nelCJlokupa caliTbT, ako e HENPaBMUJIHO KaTeTOpUBUPAaH.

13.4.1. Crayxuremmre Mmorar Ha ¥MMAaT OOCTBI HO OJIOKMPAaHM caliToBe o
IMCMEHO paspemeHne oT CIYyXUTENS MK oTmesa o MpexoBa U
MHQOPMalLVOHHA CUTYPHOCT, ako e HOOXOImAmMO ¥ HeOBXOIMMO 3a 6us3HeC
HeamTe.

Un.14. ,KOMIJIEKCEH M OHKOJIOTMUEH LUeHTBep-Byprac” EOO]I mpuema ScHO
DedUHUPAHM HONMUTUKKM OTHOCHO HeOTOPMBUMPAHOTO MBIIOJISBAHE HAa:

1. 7nuHM TexHMuUeckM cpemcTea B MpexaTa, KOATO KOHTPOJIMPAT;
2. NPEeHOCUMM BalMCBamM YCTPONCTBA.

14.1. 3aBpausma ce HOoCTaBAHEe Ha JUYHM YCTpoOMCTBa =3a ChbXpPaHeHue
Ha pabBoTHuUTE cucremm, karo USB duam YCTpOMCTBa, BBHIIHM TBBPIOU
OUMCKOBE M IPYI'M BBHIHM HOCUTEIM Ha nunpopmanuss. OCBeH axko He e
HeobxommMMo, TO IBPBO @Oa Ce CKaHUPAT BCHUYKK CMEHSAEMM . yCTPOMCTBA 3a
BUPYCHU C HaJlMYHUSA aHTUBUPYCEH codpryep.

14.2. UVsnonseaHe Ha (dupMmenn KOMITBEPHY PEeCypcM 3a HOCTBI HO
VHTepHeT 3a snuuHM Leau, OGes OnmoCpeHre OT MEeHUIXLEpa Ha norpedurens
WM OTHeJIa MM CIYyXUTEJISI 10 MPeXoBa U MHQOPMALIMOHHA CUTYPHOCT, MOXE
fld Ce cumMTa 3a NpUYMHA 3a OUCLUUIIMHAPHKU HeliCTBUS.

14.3. Bcuukn norpeduTen Ha MHTepHeT TpAOBa Ia BHAAT, ue
dumpMeHaTa Mpexa CBb3IaBa OINMTEH XyPHaJl, oTpasaBall 3adBKa 3a yciayra,
KaKTO BXOIAIM, TaKa M MSXOLAWM ampecu, U ce nperyexna NepPUOOMUUHO.

14.4. TIoTpeBurenn, KOUTO n3bepar ma CbXpaHSBaAT UM nopenarparT
JIMYHA MHQOPMAalLMSA KaTO JIMYHU KJIOUOBE, KpemMTHa wuiM pebuTHa KapTa,
HOMePpa wmiM CepTUOUKATU UM Ia WIIOJIRBAT uHTepHeT "noprheinam" npamBsT
TOBa Ha CBOM COOCTBEH puck. KOMOAHMATa He HOCK OTTOBOPHOCT 3a 3aryfa
Ha wHQopMaumsa, xaTo wuHbOpMaLMS, ChXpaHsBana B noprbemnsna, wiam Opyra
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[noclyienpama s3aryba Ha JIUYUHO UMYyILeCTBO .

Un.15. ,KOU-Byprac” OOL paspaboTea HOOMUTHKA U BBTPEmHNM OpaBuia
3a IpuiaraHe Ha Kpunrorpadckm MeXaHusMM, KOMTO Ce MZOOJ3BaAT =3a
T'apaHTupaHe Ha KOHIMIOEeHLMAJHOCTTa U VHTEeIpPUTEeTa Ha UYYyBCTBUTEJHATA
VMHOOpPMaALMSa B CLOTBETCTBME o HeMVHarTa KJIacupmuralms.

15.1. Kpunrorpabckure MEXaHM3MM Ce CBOOpassgBaT C YS3BUMOCTTA HA
MHOOPMALMATE KBM BallIlaxy 3a HejuuTe KOHOMIOEHUMATHOCT M MHTETPUTET I
C HOPMATMBHMTE M PETYJATOPHUTE WMSMUCKBAHUS KbLM HEeMHOTO Chb3ImaBaHe,
ChXpaHsBaHe U IpeHacsHe.

Unx.1l6.1. B ~KOI-Byprac” EOQOJ npuwjiarar CJIeOHUTE MepxKmM Ba BammTa
Ha  npobdummrTe c AOMMHUCTPATMBHM  [paBa 8a unbopMaumoHHMTE u
KOMyHMKAIMOHHUTE CHUCTEMM ) TEXHUTE KOMIOHEHTH :

1. nopemu BoBexmahe = ERCIIIoaTauMus BaObBIKUTEJIHO Ce CMEHST
UOSHTUPUKALUMOHHUTE IaHHU Ha AIMUHUCTPATOPAa, BBBEISHU IO nonpasbupaHe
WM MHCTAJIMPaHM OT NPOMUBBOOUTENS/NOCTaBUMKA Ha MHOOPMAlIMOHHUSA AKTUB;

2. aIMMHUCTPATOPCKUTE OpoduiyM ca HepCOoHAaJHN;

3 s AIMVUHUCTPATOPCKUTE opobuiau ce M3I0J3BAaT camo 3a
AOIMUHUCTPATUBHU L&Ju;

4. amMuHMCTpPaTOPCKUTE npodunm ce cw3maBaT caMmo Ha CIyXUTENN,
KOUTO V3BBPIBAT AIMVUHUCTPATHUBHU onepaumu (MuHCTanupaHe,
KOHQUI'ypupaHe, ynpaBJeHMe, NOOIPBXKA M T. H.);

5. mpaBaTa Ha Bcexu AAMMHMCTPATOPCKY aKayHT Ca OTPaHUUYEHU BLE
BB3MOXHO HaW-TOJIAMa CTeleH I0 OYHKUMOHAMHMA ¥ TexHUYeCKUS [IePYIMEeTED
Ha BCEKU aIMUHUCTPATOP;

6. NaHHUTE 3a aBTEHTUKALMSTA Ha AIMMHUCTPATOPCKUTE aKayHTHU :

a) Ca pasiIMuHM 3a BCIKA CUCTeMa;

6) ca c romaMa CIOXHOCT;

B) Ce CBXPaHABAT MIOIXOISMO busmueckn u Jmormuecku 3aIUTEHN, KaTo
AOCTEBI IO TAX MMa CaMO OTOPUBMPAH NPEeNCTaBMTes Ha CybBexkTa;

7. nongnobpxa CHUCHK Ha AIMUHUCTPATOPCKUTE IpoduIn 3a
MHQOPMALMOHHUTE U KOMYHMKALMOHHUTE CUCTEeMN U TEXHUTE KOMIOHEHTH;

8. IPM HEBB3MOXHOCT HA AIMMHVCTPATOP [Ha M3OBIHABA IBIHOLEHHO
OyHKUUMTE CcM nopamy OBeKTUBHMU [IpVYMHEN NpaBaTa Ha AAMUHMCTPATUBHUS My
AKAYHT Ce CoMpaT 3a CBOTBETHUSA IEPUOI;

9. IOHe BeIHBX TOOUIHO Ce [IpaByM Iperyell Ha aIMMHMCTPATOPCKUTE
OIPpOQMIM C LeJy yOOCTOBepsSBaHe Ha AKTYyaJHOCTTa WUM.

16.2. Ilaposaure =a ABTEHTNKAUMA Ha AIMUHUCTPATOPCKUTE npoduan ce
CMEHAT SBaIbJIXUTEJIHO :

1. nepmommuno - wua-mMaIxKo BEIOIHDBPX B T'OIMHATA;

2. OpM NpeKpaTSBaHeTO Ha HOI'OBOPHMTE OTHOWEHUS CBC CIYXUTEIM WM
TPEeTU CTPaHM, Ha KOUTO Te3M IaHHU ca BUIu WU3BECTHN;

3. Opu npobuB B MpexoBaTa u MHQOpMaLMOHHATA CUTYPHOCT.

16.3. Bcuukm onepauun, IpoLecr u HeMHOCTM B WHOOPMALMOHHUTE U
KOMYHUKALMOHHUTE cucTeMM u TeXHUTE KOMIIOHEHTH, U3BBPIIEHNU ¢]
AIMMHMCTPATOPCKM IpaBa, Ce INOKYMEHTMPAT 1O CMUCHIA Ha unx. 5, anx. 3 u
4 or Hapembara =3a Bcexu AIMMHUCTPATOPCKM MNPOOUITI M B CHBOTBETCTBUE C
M3MCKBaHMATA Ha wi. 29, axn. 2, 4, 5 u 6 o Hapenbara.

16.4. B moxkyMeHTauusaTa He ce BBBEXIAT ¥ He Ce CBXpaHABAT NaPOJH
Ha aOMMHVMCTPATUBEH NPOOMI mom QopMaTa Ha SBEH TEKCT win xerm.
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Ym.17.1. ~KOI-Byprac” EOOI wusnogzsa OTHEJIHA, NOOXONHAIO BalpTeHa
cpema (Mpexa, cucrema, codryep m mp.) mBa uesmTe HA aIMMHUCTPUPAaHEe Ha
MHPOPMALIMOHHUTE U KOMYHMKALMOHHUTE CUCTEMM ¥ TEexXHUTE KOMIIOHEHTH .
Tasum cpema e wusonmpana o APYyIUTe MHQOPMAUMOHHM ¥ KOMYHMKALIMOHHM
CHCTEeM) ¥ He Ce MBIOJ3Ba 3a IOPyTM LeJu.

17.2. B cayuanm wue AIMMHUCTPYMPAHETO Ha MHOOPMALMOHHMTE U
KOMYHMKALMOHHUTE CUCTEMM M TEeXHMTE KOMIOHEHTM He ce OCHIIECTBSABA Ipes
cpenara no un.l9 noTouMTe Ha Tasy MHQOpMALMA Ca BaWMTeHM upes
MEXaHM3MM 3a yNOCTOBEpSABaHE M KPUITHpAHE.

Wr.18. JleueBHoTO SaBelleHNe aBa HJOCTHII HO nubpopManumouHUTE 1
KOMyHMKALMOHHUTE CM CHUCTEeMt Ha noTpeduTes uIn aBTOMATUSMPAH MpPOolec
CaMO KOT'aTO TOBM IOCTBI € CTPOIO HeoOXoOouMm Ha norpeburend, =a Ima
USI'BIIHM BaObIIKeHUATA CM, WIM Ha ABTOMATUSUPAHUS IPOLEC Ha WU3BLPLM
HEOOXOOUMUTE TexXHUYeCKU onepauun.

18.1. 3a @ma rapaHTHMpa, 49€  IOCTEI OO MHQOPMALMOHHMTE U
KOMyHMKALMOHHUTE My CUCTEeMM WMAT CaMo OTOpMsMpaHu norpeburennu,
YCTpoMcTBa (BRIIOUUTEJIHO Ipyru MHOOPMALIMOHHN cucTeMu) n

ABTOMATU3MPAHM NOPOLIECH, ~KOII-Byprac” EOO] OoIipeness:

1. npasara Ha mnocTnn HO KOHKPEeTHM UHPOPMALMOHHM AaKTUBM Ha
CIIYXUTEIUTE CHoopel IJIBXHOCTTA UM;

2. pema 3a 3asBsaBaHe, [IpOMAHa U IOpeKpaTsaBaHe Ha IOCTDLI.

18.2. ~KOIl-Byprac” EOOT npuiaara BaOBIXUTEIIHN MEpPKM 3a
ABTEHTUKAUNUS, OTOPMBaALMA M OINMUT Ha KOMIIOTBPHUTE MpeXu ¥ CucreMms,
KOMTO BKIIOYBAT M WMBUCKBAHMS 34 ONpemelieHa CJIOXHOCT Ha »OaHHUTe 3a
ABTEHTMKALMA, aKO Ce M3IOJI3BAT NapOoJMTe:

l. cremea nma ceOBpPXaT MaIKM u Tonemu OyKBM, LMUIPM M COeLMUaJIHU
CYIMBOJIN ;

2. ca IOBITM He OO-Majko oT § CMMBOJIa 3a INOTpeduTesCcKUTe ¥ 8
CMMBOJIa 3a aIMMHMCTPATOPCKUTE MOpPo®uim;

3. mapoymre Ha NOTPEeOUTEJICKUTE aKayHTU Ce CMEHST PeryJsapHO HO He
NO-PAIOKO OT BEOHBLX B TOOVHATA;

18.3. ,KOI- Byprac »BEOOIl rapanTupa, wue NOTPEOUTEICKUTE NPOOUIM
Ca VHIOWUBUNOYAJHU;

18.4. B exemHeBHaTa paboTa Ce UBNOASBAT Opoduim C Hal-HUCKOTO
HMBO Ha IOCTBI, KOETO [aBa BB3MOXHOCT 3a M3IbIHEHME HA ClIyxeBHUTe
BaOBIIKEHNA ;

18.5. JleueGHOTO SaBemeHue TapaHTMpa, d4Ye JuuaTa, uMalM OPaBo Ia
SadABABAT NAaBaHe, I[POMEHAHE ¥ CHOMpaHe Ha NOCTEHI, OIpeIesIeHN CBIJIACHO
an. 1, mnpaBaAT penoBHM mnpersemu Ha OOCTEBEOMTE, HO He [NO-PANKO OT
BeOHBX B I'OOUHATA;

18.6. Ilpu Tes3m npersmemu ce YCTAaHOBABA [mHaJiM BCUUKM, Ha KOUTO e
AaneH JOCTBI NO MpexaTa, IO OTHENHMTE CUCTeMU 1/Uin IPUJIOKEHN S, MUMaT
[IPABO Ha HEr0 B CBOTBETCTBME CBC CIYXeBHUTE UM 3a0BJIXEHUA, Dalu
BBHIHM  JMla ¥MMAT OOCTBI UM KAaKBB e 1ol (CuBm  coyxuTenu,
IperNCTaBUTeNM Ha TPEeTU CTPaHM) ;

18.7. 3a uemmure Ha npersemuTe AOIMMHUCTPATOPUTE HA CHLOTBETHUTE
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MH@)OpMaLLMOHHI/I W KOMYHUMKALMOHHU CHUCTEeMH IIpenoCTaB4aT Ha YII'BIIHOMOWEHUTE
mo a’gs. 1 Jilia CIOUCHBK Ha BCUYKM, KOMTO UMAT OOCTBII OO cCuCTeMaTa u
HMBOTO Ha HOCT®BIIA, a YIBJIHOMOLUIEHUTE Jinia, JOKYMEHTUPAHO IIOTBBPXIaBAT
Wi maBaT yKaszsaHUAa =a IIPOMAHA ;

18.8. JpyxecTBOTO oTpaHMuYaBa IaBaHETO Ha OPVBUIIETUPOBAH HOCTEI
(MO-BMCOKO HMBO Ha HOCTBN WM HOCTLO IO cucTeMa, OO KOATO JMULETO He
Tpsa0Ba I@a wuMa HOCTBI) ; IPMBMIJIETUMPOBAHUAT HOOCTBI Ce HJaBa caMo 13a
CHPpeleJIeH Iepuon M HNelCTBMATA C HeTo ce KOHTPOJMPAT;

18.9. ,KOI-Byprac“E0OI TapaETupa, 4Ye [OOCTBIBT IO COOINEJIEeHU
daniore U NOpuUHTEPU e paspeller camo OT MpexaTa, KOHTPOJIMPAaHa OT
KOMIIaHUATA .

Yn.1l9. IIpy HeoBXOIMMOCT OT AOCTEII O MHOOPMALMOHHM aKTUBM WMSBBHH
MpexaTa, KOHTPOJIMpPaHa or JeuebHOTO 3aBeneHue, ce CIla3BaT
VSUCKBAHUATA Ha wWi. 20, BKIOUUTEIIHO:

1. ce umsnomsBa Hal-Mamko IByQaKTOpHA aBTEHTUKALIS ;

2. Ce MBHNON3BAT CaMO KaHAIU C BMCOKa CTeleH Ha 3aluTa KaTo
Virtual Private Network (VPN) .

Yn.20.1. Ba HaMmanssEaHe Ha pucka OT WHUMIOSHTN, NPEeOUSBUKAHM OT
TexXHu4Yecku noepemm, ,KOU-Byprac® EOOL:

1. OCUTypHaBa KIIMMATUKO -MEXaHUUHNTE yCJoBus, yKazaHu oT
NPOUZBOOUTEJIA;

2. ocwmecTBaBa HabJoIeHMe HA lapaMeTpuTe Ha yCJIOBMSATA IO T. 1;

3. T[poBexma NJaHMpaHa pPerysapHa TexHMUeCKa MNpodMIaKkTUKa Ha

YCTpOﬁCTBaTa B CBOTBETCTBME C IOJUTHKATA My 32a XUBHEHUT UM LUKDII.

20.2. 3a HamajsBaHe Ha PucCka OT HEeOTOPUZMPAH MHOCTLI JeYeBHOTO
SaBeOeHMe € IIBKHO Ha pasnojara ycTpoicTsaTa B 30HU, KOUTO ca
OUBMYECKM M JIOTMYECKM BSalMTEHN B CHOTBETCTBMYE C KJacudpuxaumsra Ha
MHOGOpMaLMATa, C KOATO paBoTsT.

Un.21.1. B ,KOI-Byprac” EOOL ce wuHcTamupar u IOOOBpXaT Ccamo
BepCur Ha USBIHIOJNBBAHUS B CHUCTEMUTE copryep u oEpMyep, xouTo cCe
[IOOOBPXAT OT HOCTAaBUMUMUTE MM [OPOMBBOOUTEIMTE U Ca aKTyaJIHU OT
IJleqHa TOYKa Ha CUITYPHOCTTA.

21.2. YopaBurmesgamr Ha OPYXEeCTEOTO, o NpenjoXeHne Ha
CIyXuTensi/oTnesna oo uHOOPMALMOHHA U MpPEeXOBa CUT'YPHOCT, oONobBpgsa
codryepa, KOMTO cCe UBNOI3BA B VHQOPMALMOHHNUTE ¥ KOMYHMKALMOHHUTE
CucCTeMM.

21.3. JleueBGHOTO BaBemeHUe nommepxa OubiaMoTeka C IMCTPUOYTUBM HA
VSION3BaHMA CcoQTyep M OBpMyep c 1Les HaMmajsBade Ha BpeMeTo 3a
BB3CTAHOBABAHE Ha HaleHa CuUCTeMa CJell CPUB.

21.4. TpennpuemaT ce MEepKU 3a:

T HEIONyCKaHe Ha MHCTaJMPAHETO ¥ M3NOJA3BAHETO Ha HeomoBpeH
copryep u pvpmyep;

T KOHTPOJ BBPXy WM3NON3BaHUSA COdTyep u bepMyep, BRILYMTENHO
HeroBaTa axTyaJlHOCT.

21.5. ,KOLI-Byprac” EOOI npumema BBTpemumn Ipaemia M MHCTPYKLUUM 3a
perraMeHTHpaHe Ha LOEeMCTBUSTA [OO:
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- HoInnoepXxaHe Ha Oubimorerara C INCTPUOYTUBY Ha MSNOJA3BaAHUS
codpTyep u bvpMyep B akTyasnHo CBCTOHAHME;

~ YHIPAaBJIEHMETO Ha IOOCTHIA IO Hed;

-~ lIpoCJIenABaHE 34 HOBOOTKPUTU YSISBUMOCTM B CUT'YPHOCTTa Ha
VSHOJISBAHMA B CUCTEMUTE CodTyep nu brpMmyep m 3a Texum aKTyaauszaluu,
KOMTO OTCTPaHABAT Te3M YA3BUMOCTM, UJIM MEpKM 3a CMeKYaBaHeTO UM,
nyO/IMKYBaHM OT NPOUBBOOUTENUTE MU DOCTaBYULIUTE ;

- npuaotuBaHe M OpoBepKa Ha npomsxonma M LeJoCTTa Ha
AKTyanrMsaluuaTa Npeay MHCTANIUPaHeTO If;

- [pMilaraHeTo Ha aKTyaauszalumTe u NPeNopbYaHNTEe MEPKU, KOUTO
TpsaOBa @Ia Ce M3BLPWBAT CBOOpPasHO pasnopenbure Ha Hapexnbara.

21.6. ,KOll-Byprac” EOOI rapauntmupa, ue YCTPOMCTBaATa U CHUCTEeMHITe
Ca KOHQUIYPMPaHM B CLOTBETCTBUE C NPENOPBKNUTE 3a CUTYPHOCT Ha
CBEOTBETHMA MM IOCTaBUMK MU IpoUsBOIMTEJ, KATO Ce [PMJIoXaT u
USVICKBAHMATA Ha NOPUJIOXEeHMe N 4 o HapenBGara =a MuHMMAIHUTe
VIBMCKBAHUA 3a MpexXoBa U MHOOPMAIMOHHA CUTYPHOCT.

21.7. CvxpaHsBa ce off-line KOIME OT aKTyaJHUTE KOHOUIYPAlMOHHM
bannose u/uam omnmcanue Ha HaCTPOMKUTE, KATO HOCTBIBT IO TIX TpsabBa e
KOHTpoJsMpaH. Kommara ce nposepsBar PEeryJsapHO OTHOCHO KaudYecTBO U
TOOHOCT.

21.8. PerymapHo ce [IpaBy NIPOBEPKAa Ha KOHOUITYPALMOHHMTE OalijioBe u
HACTPOMKUTE Ha CUCTEMU U YCTpOMCTRBA 3a HepeTrJaMeHTUPAHU UBMEHEHUS.

Yn.22. JleueBHOTO 3aBeeHne npujara B  uHOOpMALMOHHATA U
KOMyHMKalMOHHATa CM UHQPACTPYKTypa NOZXOmsum MepKM Ba BammTa OT
HPOHMKBAHE M MEPKM 524 OTKPMBAHE M CHPAaBSHE CBC BnoBpenen codryep.

22.1. MepkuTe 3a BammTa OT 3JI0BpeneH codryep:

- Ca T[IPUIOXEHM KBM BCUUYKM KOMIOHEHTM Ha nubopmMalMOHHUTE U
KOMyHVKALMOHHUTE CUCTEMM, KBIETO TOBA € BLIMOXHO;

- C€ THOILOBPXAT B aKTYaljlHO CBCTOAHME, 3a Ha MMAT cnocoBHoOCTTa na
SamMTaBaT OT HOBOOTKPUTM SBarjaxi.

22.2. MepKMUTe Ba =ammrTa OT BJIOBPeleH COPTyep MNOBBOJISBAT:
T U3BBpMBaHe Ha MIBJIHA [NPOBEpKa 2a HaJMuMe Ha 3JIOBpeneH cobTyep
[IOHE BEeIHBX B CeIMMLATAa, KBIETO € IPUIIOXUMO ;

— IIPOBepKa Ha SJIEKTPOHHATa IIola u @aﬁHOBe, CBaJIeHUM OT MHTEepHeT,
KaKTO M HNPpeHOCUMU B3aaMcralm YCTpOIZCTBa, npenu ma O6bmaT OTBOPEHN.

22.3. ,KOI-Byprac” EOOLl m3BBpmBa pEerysapHO OlLleHKAa Ha
€PEeKTUBHOCTTA HA MEPKUTE 3a BamUTa OT 3JI0Bpenen codTyep m npu
KOHCTATMPaHM cJaboCTy IpennpueMa IeicTBUS =3 nomoBpsaBaHe Ha
3amuTara.

Yn.23. JpyXeCTBOTO wuMa paspaboTeHN NOIUTHMKA U BBETPENHN OpaBuia
ChIVIACHO wWji. 5, amx. 1, wT. 6 o Hapenfara Ba npunarane ma
kpunrorpabcxm MexaHmMsBMI, KOMTO cCe U3IOJISBAT 3a TrapaHTupaHe Ha
KOHQMIOeHLMATHOCTTa U MHTEIpUMTEeTa Ha YyBCTBMTeJIHATA MHDOPMALMS B
CBOTBETCTBME C HeMHaTa Kiaacudmuraums.

Kpunrorpabckure wmexaumszmi ca CpOOpaseHM ¢ yA3BUMMOCTTAa  HA
MHQOPMAUMATA KBM Ballaxy Ba HeMHUTe KOHOUOEHUMAIHOCT ¥ MHTETPUTET I
C HOPMATUBHUTE M pPETryJaTOPHUTE WSUCKBAHUS KBM HEVHOTO Cb3ImaBaHe,
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CbXpaHsBaHe U IIpeHaCcsHe.

Un.24. ,KOMIJIEKCEH OHKOJIOTUYEH LUeHTBP — Byprac“ EOOI npennpuema
CJIIE€NHNTe MEpKM 3a Bamura Ha yeb CEPBBPUTE :

1. wuncramupa cepTuduraT Ha yebd CBPBBPUTE CH, M3HaIeH OT NOoBepeHa
cucTeMa sa cepTudpuuupaHe (trusted certification authority system),
KOMTO :

a) e MBIameH 3a CHLOTBETHUS yeb canr (website) wmm Tpyna camnToBe
U e yHUKAJEeH;

6) wusnomsBa anropmMTEM 3a KpUITHpaHe ToHe SHA2;

B) e aKTyaJjleH, KaTo CEPTUPMKATUTE C MBTEKLJI CPOK ce aHyIupar;

2. Ba szammTa Ha MHTerpurera Ha uHQOpMAUMATa, oOBMeHSHa C
norpeburenure, yef caliTonT (website) Ha opraHuzaumsara e IOOCTBIIEH CaMo
[0 nmpoTokon Hypertext Transfer Protocol Secure (HTTPS), xaro ce
UBIOJSBAT CaMO KpUITOTpadcku TPAHCIOPTHM HOpOoTOoKoJgM TLS (Transport
Layer Security) Bepcua 1.2, nmebunupan B RFC 5246 Ha IETF (The
Internet Engineering Task Force - Crneuyanmsupana paboTHa Ipyna 3a
VHTCPHET MHXCHEPMHT) npes 2008 1., Bepcus 1.3, nebunupan B RFC 8446
Ha IETF mpes 2018 1., wim cJlenBallM NO—HOBU BEPCHHU;

3. Ba kpunTupaue Ha uHpopMaluusTa, oOBMeHSHA Mexny ye6 cbpBBpPa 1
NoTpeCUTeNUTe My, Ce OpUIaraT UBWCKBaHMATA Ha 4Wi. 16 orT Hapembara u
C€ B3eMaT npenBun NyOnMKyBauuTe B RFC Ha IETF 3a0paHy 3a MBOoJI3BaHE
Ha MeTomM 3a mmMppupaHe B KpUNOTOTPadCRUTeE TPAHCIOPTHM MIPOTOKOJMU ;

4. npumara nomxonmam Web Application Firewall (WAP), xomTO
HaOionaea u QuiTpupa Tpaduka ©T M KEM CHOTBETHOTO OPMIJIOXEHVE C LeJ
3alnTa Ha yeb OPUIOXEHUSTa OT knbeparaku or Tuna Cross—Site Request
Forgery (CSRF), Cross-site Scripting (XSS), file inclusion, SQL
injection u mp.;

5. He ce NO3BONABA BMBLKBaHE Ha HaHHM OT CTpaHa Ha norpeburensd,
OCBEH Ha ONpenesIeHUTE 3a ToBa MeCTa;

6. BCUYKM BXOOHM [aHHU, HOCTBOBAIM OT KJIMEHTAa, BKIOUYMTEIHO
CBIBPKAHUSTO, NpenocTaBeHo oT norpeburess u CBOBPXAHMETO  Ha
Opaysepa, xaro headers Ha lpelpallalMa ¥ NOTPeOMTEeJNICKM aTeHT, O6MBAaT
BaJlMIVPAaHU;

7. [OPUIOXHUSAT CoPTyep He [IO3BOJSBA BBBEeXIaHe Ha CcHeluuajiiu
CUMBOJIM, OCOOEHO TaKMBa, KOUTO ce M3IOJ3BAaT B SQL BagBKUTE;
8. BCUYKM  TAHHM, M3OpamlaHM OT KJIMEeHTa u IIOKaseBaHM B yeb

CTpaHuua, ca komMpanu c HTML, =a ma ce T'apaHTupa, uYe CbOBPXKAHUETO Ce
n3o0pasapa KaTo TEKCT BMecTo HTML eJleMeHT miu JavaScript;

9. Ba Bammra oT arvaxu o THUIa OTKas oT ycuayru (DoS):

a) Ce Hajlara oOUrpaHMYeHME Ha SagBKuUTe U IOo-CcrneunangHo 1o
MakCuMasHa IOBJIIXKMHA Ha CbILPKAHMETO, MaKCUMAJIHA OBJIXMHAE Ha BadgBKaTa U
MakcuManaHa IOBJIKMHA Ha 3asgBkara no Url;

6) ce xoHQUTypMpAT TUOBT u pasMep®T Ha headers, xouro yeb
CBPBBEPET 1€ IpMeEMEe; B) Ce OrpaHMYaBaT BpeMeTpaeHeTO Ha BpbB3KaTa
(connection Timeout), BPEMeTO, 3a KOEeTO CBPBBPBT M3YaKBa BCUUKU
headers na sasexara, Hpenr na s OpeKbCHE, M MUHUMAIHUST Opol BaliToBe
B CekKyHIOa IOpu usNpamaHe Ha OTT'OBOP Ha 3adABKa, 3a Ia ce MUHVMUBUPA
BB3OEMCTBMETO U Ha slow HTTP aTaku;

10. 3a sBammra or brute force aTaKM Cce BBbBeXIa OTpaHMUeHUE Ha
OpoA HeyCHelHM OmUTH 3a BAM3AHE B cucreMarTa;

11. He ce uzsBexma cnucok Ha vel IupeKTOpumre;

12. BuckBUTKUTeE (cookies) nma mmar:

a) ouar =a =amuTa (security flag) - wTo3U bnaar VMHCTPYKTHUPa
Opays3wpa, uYe ,BucCKBUTKATZ” MOXe ma O6bBOe OOCTBIHA CaMo Jypes BalmMTeHu
SSL kaHanu;
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©) Quar HTTP only - UHCTPYKTMPa Opayszbpa, ue "OMCKBUTKATA" MOXe
oa ©OpIe OOCTBIHA CamMo OT CBPPBBPA, a HEe OT CKPUITOBETEe, OT CTpaHa Ha
KJIMEeHTa;

13. headers na oTrosopure Ha 3asBKM, KOUTO TpabBa Ia TapaHTuparT
SamuTa KAaKTO Ha KIMEHTa, Taka M Ha yeb caiirTa (website), cooepxatT
OIlUMM, IIOCOYEHM B IIPUIOXeHMe N 5 o Hapenbara;

14. B 1JjaBHaTa IOVPEeKTOpUss Ha yel caiTa (website) e craoxen bani
robot.txt, KoMTO maBa ykasaHus Ha yeb poborure (BoToBe/masum) KOIKO
YeCcTO ma oOxoxmaT canTa, KaKTO M KOM YacTy OT HeTo oa obxoxmaT u Ia
MHAEKCHPAaT; akKo To3u Qaiyl He CBLIIECTBYBA, yeb poboTuTe OBXOXIAT LICIMS
ca’'T - BCHAKa eIHA HeroBa CTpaHMLa, NONCTPaHulia, CTaTMSA, JIMHK M T.H.,
KOEeTO KpMe PUCK 3a KOHOUIEHLMATHOCTTa Ha MHOPMALMATA ;

15. npm wmsnomseaHe Ha Cucrema =a YyOpaBJieHMe Ha CBbObPXaHMETO
(CMS) ce NpPOMEHS HAaMMEHOBAHMETO IO nompasfupaHe Ha NankaTa 3a IOCTHI
OO AIMUMHUCTPATOPCKUS [IaHes.

Un.25. ,KOL-Byprac” EOO] HpellpreMa CIeIHUTE MEPKM Ba SamMTa Ha
DNS (Domain Name System) :

1. npu usnomsBane Ha moBeue oT emmH DNS CBPBBP, BCEKM OT THAX mIa
€ PAaBIOJIOKEH B pPasJMuHa Mpexa/noaMpexa;

2. ma npunara DNSSEC (Domain Name System Security Extensions);

3. ma vmuHMMMBUpa DNS BasBKUTE CBIIACHO RFC 7816 Ha IETF or 2016
I. }

4. ma sabpaHum zone-transfers - SJOHaMepeHu Juia MoraTr Omp30 ma
OIpenesAT BCUYKM XOCTOBe B ONpenejieHa =BOHa dpes3 TpaHchepum Ha DNS
30HM, zHa cwbupar uHdopMaLMs 3a IoMeltHa, ma u30upaT Leau 3a aTakM, Ia
OTKPMBAT HEM3IOJ3BaHM IP ampecu M Ia RaobUKAIST MPEeXOBMSA KOHTPOJI Ha
OOCTBIIA, 3a Ha KpamaT MHOOpMAaLMS;

5. B KOHOUTYpPAUMOHHMS (Gaiii ma CIIOXIN:

a) dmarc (Domain-based Message Authentication, Reporting and
Conformance) =anuc;

©) SPF (Sender Policy Framework) samuc.

Unx.25.1. IpyxecTBOTO OCUTypSaBRa busnuecka BaumgrTa Ha
MHOOPMALMOHHNTE cu AKTUBM upes opuigaraHe Ha anekBaTHU u
[IPOIOPIMOHATIHY MEPKM CPely S3allaxyM OT HeOTOPUSUPAH QuUIuYeCKM OOCTBII
no  TaAxX. Mepkure TpabBa Ia TapaHTUPAT HaJIUYHOCTTa, MHTEIPUTEeTa U
KOHOUIEHIMAJIHOCTTA Ha MHOOPMALMOHHUTE AKTUBU.

28.2. ,LKOI-Byprac” EOOI OCUTypABa 3ammuTa Ha MHOOPMALMOHHUTE CU
@KTVBM OT [OXap, HaBOOHEHME, XUMMUeCKa U OQUIMYIECKa IpOMsSIHA Ha
BB3IOyXa Ype3 [IOOXOLANM MEPKU B CHOTBETCTBUE C HOPMaTUBHUTE aKTORBE.

28.3 8a ma rapaHTMpa edMKaACHOCTTA HA NPUIIOXEHNTE MEPKM IO T. 1 u
2, NneueBHOTO BaBeIeHME VM3BBPUWBA [NOOXOLAMO Hab/oIeHNe BBPXY TSX.

UYn.26. B cayualr ue ~KOIO-Byprac” EOOI wu3OOI3Ba MHAYCTPUATIHA
CucreMi Sa KOHTPOJX, OT OGYyHKUMOHMPAHETO K CUTYPHOCTTA Ha KOMUTO
SaBUCAT CBUECTBEHMTE YCJIYyTM, KOUTO MNPeNOCTaBs, T nopuijara OOOXOISmM
MEepKM 3a TaAXHaTa 3allMTa B CBOTBETCTBME C M3MUCKBAHMSTA Ha Hapenbara,
aKO ca HOPUIIOXUMMA .

Ur.26.1. B OPYXEeCTBOTO ce UBIOoJ3Ba cucrTeMa/CcucTeMn 3a
@BTOMATUYHO OTKPMBaHe Ha CBOMTHUS, KOUTO MOTAT mHa HOOBIUAST Ha
MpexoBaTa u MHOOPMAaUMOHHATA CUTYPHOCT Ha BaXHUTE 3a HeliHaTa OelHOCT
cucTeMy, Upes aHauM3 Ha MHPOPMALVIOHHM IIOTOLM, npoTokonu u danuose,
HpeMrHaBamy Npes KINYOBM YCTPOMCTRA, [IO3ULUOHUPAHU Taka, 4Ye ma MOTaT
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oa AHansupaT BCUUYKM IIorouu, OOMeHSaHU MeXxny cobCcTBeHUTe M
MH@)OpMaLU/IOHHI/I VM KOMYHMKALIMOHHU CucreMmn, KakKTO U C MH(j_)OpMaLU/IOHHI/ITe u
KOMYHMKAUMOHHUTE CUCTEMM Ha TpeTu CTpaHUu.

26.2. ,KOL-Byprac” EOOI OPTaHM3MPpa Upes MHCTPYKLUUM »NelcTBUATAa
3a HaOJoAeHMEe U peakUusa Ha CUTHAJIUTE OT Tesy crucTeMn .

Un.27. Ilo OTHOmEHME Ha CUCTEeMHuUTE Bammcn |, KOI-Byprac” EOO]
TapaHTupa, ue:

1. B copeBPM 3a nNpusoxeHMHS, KOUTO HNOOOBPXAT KPUTUYHM IOEeMHOCTH,
CBPBBPU oT CHUCTEMHATAa VHOpacTpykTypa, CBPBBPU oT MpexoBaTa
VHPPACTPYKTYypa, OXPaHUTEIHN CBOPBXEHUSA, CTaHUUM 33 MWHKEHEPUHT U
[IOLIPPXKA Ha WHAOYCTPMAJHU CUCTEMM, MPEXOBO oBopynesaHe ¥ paboTHM
MECTa Ha aIMMHUCTPATOPU Ce PEeIUCTPUPAT AaBTOMATHYUHO BCUUKK ceOuTHA,
KOMTO ca CBBpP3aHM Hali-MaJKO C aBTEHTMKALMSA Ha norpeburenure,
ylpaBJjleHdne Ha npodunmurTe, mnpasBaTa Ha HOCTBI, IPpOMEHM B IIpaBujaTa 3a
CUDYPHOCT ¥  OYHKUMOHUPAHE Ha UHOOPMALMOHHUTE U KOMYHUKALUMOHHUTE
CUCTEeMN ; .

2. B 3amucuTe 3a BCAKO OT Te3u CuOUTHS € OoT6elIS38aHo
aCTPOHOMUYECKOTO BPEeMe, KOTAaTO € HACTBLIMIO CHLOUTUETO;

3. BCUYKM KOMIOHEHTM HA CUCTEMATE NOOOBPXAT EeIMHHO BpeMe B
CEOTBETCTBME C UBUCKBAHUSTA HAE:

a) craumapTu BIC ISO 8601-1 ~aTa u Bpeme. IIpencrTaBgHMS Ba oBMen
Ha uHOopMaums. Yact 1: OCHOBHK npasuna” m BAC ISO 8601-2 ,laTva u
BpeMme. IlpencraBsaHuMs 3a ofMeHd Ha vHpopMaLma. Yact 2: Paszmmpenusa”;
BPEMETO 3a HACTBIBAHETO HA CBLOUTUA C [OPABHO MM TEXHUUECKO 3HaueHue
Ceé oTdMTa C TOYHOCT H[O TroAMHA, maTa, uyac, MUHYTa ¥ CEeKyHHIa, a opu
TEXHOJIOTMYHA HEOOXOOMMOCT Ce IOONYyCKa M OTUMTane OO MUJIMCEKYHIA;

B) 3a CUHXPOHU3ALNA Ha YAaCOBHULNUTE Ha KOMIIOHEH T Ha
MHQOPMAUVIOHHMTE ¥ KOMYHMKALMOHHUTE CUCTEMM Tpabea Ha Cce uU3I0JI3Ba
OIpoTOKOJI NTP V4 (Network Time Protocol, Bepcus 4.0 wu clensamm) ,
OCHOBaH Ha RFC 5905 &Ha IETF or 2010 r©., xato ce ocuTypsaBa
XPOHOMETpUYHA JeTepMMHALUMA C BpeMmeBaTa ckajga Ha UTC (Coordinated
Universal Time), uim aHajoTMyeH;

4. mOCTBOBT OO uHPOPMaLMATaA MO an. 1 e OrpaHMYEeH caMo OO Jula,
VMamy 3anbJIXeHMSA 3a HaONOIeHMEeTO [0 cMMCBIA Ha uil. 30 of Hapenbara,
3a paspemaBaHeTO Ha  MHUUOEHTM C MpexoBaTa u MHOOPMAaLMOHHATA
CUI'YPHOCT, 3a PpasKpMBAHETO U PasCIeIBAHETO Ha TEXKU NPEeCTBIJIEHUS U
IPEeCTBIJIEHUS IO  uJl. 31%a - 319%e or HakasaTeJyHMsa KOoIekKC B
CBOTBETCTBME C un. 14, an. 4, 7. 2 u um. 15, aui. 3, T. 3 orT Baxkoua
3a KMOEPCUTYPHOCT. JOCTBIBT IO Tasu unpopmanms TpabBa ma e caMo =a
yeTeHe;

5. wuHpopmaumsaTa Do am. 1 ce APXMBUPAa M Ce& CbXpaHgBa B IMCKOB
MacuB OT JIOKaJNHATA KOMIOTLPHA Mpexa 3a Iepuon He OO-MajlbK oOT
ABaHalleceT Meceua NpuM ChoasbBaHe HAa MBUCKBAHUATA Ha 4. 32 oT
Hapenbara;

6. JleueGHOTO 3aBeIeHME Ia € B ChbCTOSHME 0a M3BBPIIBa KOpeJJalLMs Ha
MHQopMaLuAaTa mo aix. 1 oT pasmuuHuTe M3TOUHMUM ¥ Oa [IpaBM aHalms, =a
na OTKPUAT CBOUTHUA, KOMTO Bacgrar MpexoBaTa ¥ MHOOPMALMOHHATA
CUTYPHOCT.

Un.28.1. BBB Bpb3Ka C BESHMKBAHE K yIpaBlIeHMe Ha MHUMISHTH C
MpexoBaTa ¥ MHPOPMALMOHHA CUTYPHOCT Ce& UBTOTBIT BBTPEIHMY OpaBuia,
KOMTO PerJaMeHTVPAT BCUUKM HEMHOCTM 0P oOGpaBoTKATa HAa CHUTHAIN n
Peakuusa Opu MHLUMUISHTH.
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28.2. BnTpemnuTe OpaBuja CBOBPXAT:

1. pema 3a nomamaHe Ha cuTHATM Sa HaCTBIMIM MY IOTEHUMAJHN
CBOMTUSA, OKAZBANM HETATUBHO BIIMAHNE BBPXY MpexoBaTa u
MHOOPMALIMOHHATA CUTYPHOCT;

2. uudopmanus za JMlara, OTIOBOPHM 3a PeruMcTbhpa Ha VHUUTOEHTUTE ;

3. pena =a peTMCTPMpane Ha CuUTHala, NPOBepKaTa Ha HETOBATA
HOCTOBEPHOCT, KIacuduuupaHeTo My, HPUOPUTUSUPAHETO My M [HOCJIENBAUOTO
YBELOMABAHE 34 TOBAa Ha [OIaTeJsId;

4. pema 3a yeemoMseBaHne =a MHIMAOeHTa (QYyHKLUMOHAJHA U MepapxmyuHa
eckKaJjlauusga) ;

5. pema 3a nomaBaHe Ha uHQOpMalUMsa Ba HauMHa 3a paspemaraHe Ha
VHLUOEHTA ;

6. pena 3a HPUKJOYBaHEe Ha MHUUIOEHTA ;

7. mpoueca s=a CpOMpaHe, CbXpaHSBaHe U npenaeaHe Ha
AOKasaTesICTea, KOTATO UHUMAEHTHT Npennosara M3BBPUBAHETO Ha
npounecyasnHu HOeWCTBUA Cpelly JMle WK OpraHM3alusa, BRJIOYUTEIHO
HeOOXOOMMMTE 3a TOBa Balucu;

8. mpaBaTa Ha IOCTBIO OO PerucTbpa Ha MHUUIEHTUTE.

28.3. ,KOI-Byprac” EOOO paspabBorma, NpoBepABa ¥ NOOOOBPXA B
@KTyaJIHO CBCTOAHME PETUMCTLPBT Ha PUCKOBETe 10 llpunoxenme N 3 xBM Ujl.
7, amn. 3 3a cHnpaBsHe C MHOIUOEHTUTE, KOMTO Ouxa WUMau Hal-Cepuo3HOo
BB3NEMCTBME BBPXY MPEXOBaTa WU MHPOPMAUMOHHATA CUTYPHOCT. PerncrbpsbT Ha
puckosete covabpxa MHOOPMALMS 33 :

1. orrosopHuka 3a oprasmzanmsTa 0Py HaACTBIBAHE HA UHLUISHT;

2. pena sa unbopMmpane;

3. MEpKMUTe, KOUTO CjlemBa ma ce HpelnpueMaT U OTTOBOPHOTO 3a TOBa

4. pema 3a KOHCynTupaHe;
5. pema sa cieneHe Ha [lapaMeTpuTe [0 BpeMe Ha MHUMISHTA;
6. Jsmuero, Koero me cnBupa u ChbXpaHaBa HeoOxomummaTa wuHbopMalMs,

28.4. JpyxecCcTBOTO paspaboTsa CTpaTerus 3a KOMyHMKALMUS, KOATO
OLp&NeJia pena 3a CHOOeNAHEe Ha uHOOPMALMATA 3a MHLUMIEHTA CBC
CILyXUTEN, NapTHEOPU, NOCTABUMLM, KIMEHTH, MeIuyr, IOBbPXaBHU OPIaHM.

Un.29.1. Ipu MHUMIECHT C MpexoBarTa M MHPOPMALMOHHATA CUTYPHOCT
CIHYXUTEJIAT WM aOMUHMCTPATUBHOTO BBEHO, OTTOBapPAMO 3a MpexoBaTa u
MHQOPMALMOHHATE CUTYPHOCT MO CMUCTHIIA Ha 4n. 3, aiju. 2, yBeIOMABAT
YOoparuTesda Ha ~KOI-Byprac” EOOI ¥ CBOTBETHUS CEKTOPEH eKMII Ba
pearupaHe OpM MUHLUUIOEHTH C KOMIOTBPHATE CUTYPHOCT 3a MHLUICHTUTE B
CPOKOBeTe, mnocoveHum B uwia. 21, am. 4 u 5 m um. 22 or BakoHa =a
KMOepCUTrypHoOCT.

29.2. 3a yBemoMsBaHeTo mo as. 1 u no uym. 17, axn. 7 or 3akoHa =a
KUOEPCUTYPHOCT Ce M3N0JI3Ba bopmaTa, mocoueHa B OpuiIoxeHue N 7 or
Hapenbara.

29.3. Tlpu uBOLIHSBaHE Ha USVCKBAHeTO Ha wi. 17, an. 8 or Bakxoua
38 KUOEPCUTYPHOCT CEKTOPHUTE eKMION 3a pearuMpaHe nOpM MHUUIEHTU C
KOMIOTBPHATA CUTYPHOCT M3NpamarT o6o6meHaTa CTATUCTMYECKA MHOOPMALMUS
S48 MHIMIOSGHTM KbM HalUOHAJHMS eKuO S2a pearupaHe Opu MHUUOEHTU C

KOMIOITBPHAaTa CurypHoct, KaTo M3IIOJI3BAT @,_)opMaTa, IIOCOUeHa B
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npmuiaoxeHue N 8 or HapenGara.

29.4. B cayuay ue nEbQopMaLMATa NO an. 2 u 3 ce usnpama Io
€JIeKTPOHHA noma, TA TpaAGBa Ha € MNONXONANO SBamKTeHa o HeOoTopM3UpaH
HOCTBI M nma e kjnacudpmumMpaHa CbBIVIACHO UL, 6, an. 7 or Hapembara =a
MUHVMAJIHV VISMCKBAHMS 3a MPEXOBa U MUHOOPMALMOHHA CUTYPHOCT.

YUn.30.1. Hacrosmmre Hpasmia Ha ,KOMIJIEKCEH OHKOJOTMUYEH LEeHT®p -—
Byprac” EOO]I BxIOUBAT MEPKM 3a Balal3BaHe MHTeTpUTEeTa Ha nHdpopMaLmsaTa
B Cilydali Ha MHLUMIOEHT, 3acsaram HeliHaTa OOCTBIHOCT .

30.2. BBB BpB3KA C T'OPEIIOCOYeHOTO C& UBOBJIHABAT CJCIOHUTE
HpoLecK, CBBP3aHUTE C TAX HOelHOCTM U OTT'OBOPHOCTUTE IO pPeSepBupaHe u
apxmuBMUpaHe Ha uHboOpManmsTAa:

1.peseprupane (m/umm) apxXuUBMpaHe Ha MuHOoOpMaALMATa OT 6Gasu IOaHHU,
KOHQUTYPauuoHHy OaitioBe, WMMIXA HA CUCTEMMA U op.;

2. Ba apxuBupaHe u pesepBupaHe;

3. OpaBAT ce KOOuA;

4. BpeMeTO 3a CBXpaHSBaHEe Ha BCSKO KOmMe ce omnpemnejyg CBIJIACHO
VISMCKBAHMATA Ha HOPMAaTUBHUTE aKTOBE M OLEHKATA Ha pucka;

5. BCAKO KONIME Ce ChbXpaHaBaHa VBPUYHO IIOCOUEHO MACTO;

6. MEepKUTe 3ammTa oT HellpaBoOMepeH IO CTBII Cca dusnueckn u
JIOTUYEeCKU ,;

7. paspemeHVe 3a u3NoN3BaHE Ce HaBa OT Jule, OIpenejieHO CbC
34loBel Ha YINpaBuUTeA.

30.3. Ipu pesepBUpPaHETO (n/unm) apxupupaHeTo Ha nHPoOpMaLMATa Ce
CIasBaT CJEOHUTE M3UCKBAHUS:

1. uopasar ce PEryJIapHM KOmMA CBOOPAa3HO pPHUCKA OT 3aryba Ha
MHQOPMAUMA M OMHAMUKATA HA MBMEHEHUETO ;

2. xommaATa Ha uHbOpMaLMA ca €TUKEeTUPAHM IO HAUMH, YyKas3Balm
©NHOBSHAYHO IOHe KakBa e MHPOpMaUMATa, =a KOg CuCTeMa, KakKbB METOI €
M3MOJI3BaH 3a Cb3IOaBaHe Ha KONMETO, JaTa M Yac;

3. KOmMATA Ha YyBCTBUTEJHA MHOOPpMaLMA ca B KPUNTUPAH BUI MK
[IOHe BamMTEeHM C [apoJja;

4. xommaTa Ha uHbOPMaLMATA ce CBXPAaHABAT Ha OTIeJIHA MalMHa M 10
BBE3MOXHOCT B IpyTa 3alMTeHa Mpexa;

5. eIHO OT KoOMSATa Ha KPUTUYHA 3a HeMHOCTTa wuHbopMaums ce
CbxpaHsaBa off-line m no BL3MOXHOCT B Opyra crpana wWinM Ha ofJjayHa
cpexna;

6. mpaBu ce u perynasapHa [IpOBEPKa Ha TIOHHOCTTa Ha pPE3EpPBHUTE
KONMs, IHallM Te WUSNBIHSABAT LEJUTE, Ba KOUTO ca CBb3ITaleHV, U ODoCTura
JiL Ce HeOOXOIMMOTO BPEMEe 3a BBL3CTAHOBIBAHE.

Un.31. ,KOI-Byprac” EOOQI IpellpueMa HOOXOOAWLM ¥ B CHOTBETCTBUE C
PMCKOBETE MEPKM 3a TapaHTHMpaHe Ha HUBOTO HA YCIyTUTe M OeNHOCTUTE,
KOMTO ca B oOxBaTa Ha HapemnBara, xaTo:

1. pesepBupane Ha cucremn;

2. pesepBuUpaHe Ha YCTpOMCTBA;

3. OajaHcupaHe Ha HAaTOBApBaHETO Ha KPUTUYHU YyCTPOMCTBA MU
cucTemm;

4. pesepBupaHe Ha LEHTPOBE 3a IAHHNA.

Ux.32.1. JleueBHoTo 3aBeneHue paszpaboTrra IIaHOBe Ba
HEIIPEKBCBAEGMOCT ¥ [EMCTBMA B Ciydall Ha abBapum, OPpUPONHM BenCTBUS WUIn
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OPYTM HENPenBMIEeHU OOCTOATENCTBA, KOMTO 6UXa NPUMYMHUIN [HPEeKbCBAaHe Ha
LIpelocTaBAHaTa OT HEero yCilyra B CLOTBETCTBME C VMBUCKBAHMATA Ha uJ.
5, an. 1, T. 6 ot HapenBara B perucrep Ha PUCKOBETE M xjacudmKaLmsa Ha
PHUCKOBeTe Ha MHIMIOEHTUTE U IpropmTeT .

32.2. MnasHoBeTe CBIOBPXAT:

1. obGcrosTencreara, za xouTo ce OTHACHT;

2. mparoBeTe, NOPU KOUTO Ce 3amelcTBaT;

3. JIMLUeTO, KOeTo mamka paspenieHre 3a 3aneliCTBAHETO UM;
4.

perna 3a BB3CTAHOBABaAHE HAa YCIYyTUTe U OeMHOCTHUTE OO OoIIpenejyieHo
HUBO.

32.3. CrumTe ce:

1. ce nponrpasatT IIEeprMoImnM4YHoO, HO He II0—-pAnKO oT BEIOIHBX B
I'ooMHaTa, C LeJl Jma ce IIPOBEpPM TAXHaATa AKTYaJIHOCT M pJma ce TpeHupar
JniaTa, KOUTO MMaT OTT'OBOPHOCTHU 3a UIMNLJIHEHUETO M,

2. ce DonobppXaT B aKTyaJiHO CBCTOSAHUE;

3. Ca IOOCTBIHM CcaMoO 13a JuiarTa, KOMTO mMaT OTT'OBOPHOCTM 3a
TAXHOTO UMSBMIBJIHEHUE;

4. ce CbXpaHABaAT HaAM-MAaJKO Ha IOBe MeCTa, eOHO OT KOMTO e VISBBBH
crrvamaTra, B KOSTO cCe HaMMpaT CUCTeMUTe, 3a KOUTO ce OTHaAcCHAT.

Un.33.1. KOHTPONBT 3a ChoasBaHe HA MBMCKBaHMATA Ha IJlaBa BTOpa M
[IPMETUTE CTAHNAPTU CE€ OCHUECTBABA uUpes:

1. BbTpPemHy omuTu (orT mBpBa CTpaHa), KOMTO Ca OPTaHUBUPAHU OT
Komnanmara u ce u3BLpmBaAT OT HETOBM CRyXUTeNM WJIM OT TpeTa CTpaHa,

HO OT HEIOBO UMe;

2. BBHIHK ONUTK OT BTOPA CTPAHA, KOUTO Ca OPTaHUBUPAHU OT
KIMEHTY MM HDOCTaBuUMUM Ha KOMIAHMATE;

3. BBHNHM OIUTM OT TpeTa CTpaHa, NUPOBeXOaHM OT He3aBUCUMA
ObTaHM3aIMy 3a ONUT, KAaTO KOHTPOJHM OPTaHM HA WSIBIHATEIHATE BJIACT
Ui opTraHus3aLmu, uMamy  IOpaBO  Oa  M3BBPWBAT  aAKPeOMTALMSA MK
cepTudrraumg.

33.2. TopeuuTHpaHUTE OmMUTH Ca NPEHNOPBUUTEJIHY MEPKMU .

33.3. OmuruTe o ujy.37 (1), m. 1 ce M3BEPWBAT B CLOTBETCTEME cBC
CranmapT BIOC EN ISO 19011 ,Ykasauus =a M3BBPUIBAHE HA OIMT Ha CUCTeMA
3a ylpaBJeHre”, UBUCKBAHUSTA Ha cranzmapT BIC EN ISO/IEC 17020
»OlleHABaHe Ha CBOTBETCTBMETO”, KaTO ce CIliazsBa Hal-MajKO CJEeIHOTO :

1. ommTure ce mpomexmar HepuomnyIHO, HO He NO-PAOKO OT BEIHLX B
ToouHaTa;

2. OOMTUTE Ce MPOBEXIAT MO AOKYMEHTUDPAHN M OHOOPEHM NpOoLenypH,
TOIMIIHY NPOTPaMM M IJIAHOBE, KOUTO Ca ONOBECTEeHM Ha auiara,
OTTOBaApAIM 3a OoOuTHMpaHaTa oBJacT;

3. OImIMTUTE Ce M3BLPUWBAT OT Juna, npuTexaeamy XBaJUPUKALUS B
ofJylacTTa Ha KOHTPOJA M MMAIM HeOOXOoOUMMTE BHAHMS U npodecmonasiexn
omMT B o0JjlacTTa Ha MpPEeXOoBRaTa u MHPOPMalMOHHATE CUTYPHOCT;

4. OomMTOPBT cCHasBa NPUHUUNUTE 3a [OUTeHOCT, Oe3NpPUCTPACTHOCT,
npodecuoHanma3svM, HEBABUCUMOCT U KOHPUMIEHIMAJIHOCT;

5. omuMTOPBT He MOXe ma omnMTHPpa CoOCTBeHATa CHM OeHOCT;

6. pesyJTaTUTe OT OmMTa Ce TOKYMEHTUPAT M 3a TAX ce uHbopMUpa
CIHYFRUTEJIAT, OTIOBAPAll 32 ONUTMpAHATA OBJIACT;

7. OPU HECHLOTBETCTBME C VMSUCKBAHNMATA NOAPOOHO ce HOKYyMEHTMPA
VMSUCKBAHETO M KOHCTATMPAHOTO CBHLCTOSHME M Ce MOCOYBA CPOK 3a
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OTCTPaHABAHETO My;
8. pesyaraTuTe oT ommTa ca C kjacupmkaumsa TLP-AMBER.

Um.34. ,KOMIJIEKCEH OHKOJOTMUEH LneHTep-Byprac” EOOI npenocTabs
PEe3yJITaTHTe OT OOMTMUTE Ha CBHLOTBETHUS HALMOHAJEH KOMIIETEHTEH OpraH
CBIJIACHO ui. 16, ax. 5 oT BakoHa =a KMOepCUTYpPHOCT .

PASIIEJI III
UBUCKBAHMA 3A KOHSUI'YPUPAHE

9n.35. BBB BpPB3KA C UBMCKBAHUSATA 34 KOHQMTYypupaHe, BajlerHanM B
HapenBara:

1. ce maBpausasar macros B office IaKeTUTe;

2. Babpaussa ce pop-up B Opayszepure;

3. Auto play oyuxumsTa ce KOHQUTYpMUpPa BUHATM Ia MCKa
IIOTBEPXOESHNE Ha NOTPeBuTess;

4. User Account Control ce KOHOUIYDPHMpa IO HAal~BUCOKO HMBO, Taka
4€ BUHAT'M Ja M3IOaBa NPpeNyNpeXIeHN;

5. IOpM CchnomesisHeTO Ha Gaiyiose u IIPUHTEPU He Ce MSBIIOoJ3Ba
HacTpoiika Everyone, a ce ykassa xou AKAYHTU TOUYHO Oa MMaT HOpaBo Ha
OOCTBI OO TAX;

6. 3abpaHsaBa ce TRACE/TRACK MeTOIOBT;

7. 3abpaHsaBa ce anonymous authentication;

8. usnmossma ce Unicast Reverse-Path Forwarding (uRPF) sa
pellllasBaHe OT MBINOJ3BaHETO Ha Qajmmueu IP anpecu u rate-limiting =a
OT'paHMN4YaBaHe Ha OposS Ha SBagBKUTe oo IP ampec;

9. zabpaHsBa ce TLS renegotiation =B cucremrt, msnosseamm TLS,
wim ma ce KOHQuIypupa rate-limiter =a OTpaHMYaBaHe Ha Opos Ha
NpernoroBapsHe Ha CeCUS;

10. choCmeHusira 3a Tpewku B cucTeMuTe He maBaT MBJIUIIHA
MHQOPMALIUS ;

11. He ce wusznomsma AutoComplete;

12. wmsnonsear ce mpunoxeuus (add-ons) x®BM Bpayswtpure 3a
OJloKMpaHe Ha peKJIaMHO ChIOBPXAHME .

Un.36. BbB BPB3KA C MBUCKBAHUS KBM headers na orrosopure Ha
3aABKU 3a yeb cauToBeTe, KOUTO Ca sajernamm B HapegmbBara, ,KOI-
Byprac” EOO[ npemnpueMa cienHmTe MEPKU :

1. Headers nua OTT'OBOPMTE Ha BaABKUTE Ia He CBOBPXAT MHOPOPMALIUS
3a IIaThoOpMUTE M BEPCUUTE HA WMSMNOIZBAHUS codpryep.

2. Headers Ha OTT'OBOPUTE HA BaSBKUTE CBOLPXAT CJCIHUTE OILINY :

a) HTTP Strict Transport Security (HSTS) - noamMTuka chryacHo RFC
6797 ma IETF ot 2012 1., KOATO IprHyXnaepa yeO Opaysbpa Ha KIMEHTa Ia
Ce CBBPXEe IOMPEKTHO upes HTTPS HpK HOpepasTyiexnaHe Ha ye® caira;
[IpENOp®UYNTeIHa CTOMHOCT Ha [IepuoNa Ha BaJMIOHOCT HAa Kema Ha HSTS
(max-age) e moHe mecT Mecela;

6) X-Content-Type-Options - MHCTPYKTHNPA NOTPeOUTeNICKUA Opayssp
Ha cjengBa CTPUKTHO Tuna MIME, nepmuuupan B Content header;
SOMHCTBEHATA BalMIHa CTOMHOCT 3a TORYU Xemwp e ,XContent-Type-
Options-nosniff”;

B) X-XSS-Protection - HacTpoMBa KOHIUTypaumsaTa 3a XSS ounTvpa,
BI'palleH B IIOBeYeTO Opay3wLpy, KOETo IpeNoTBpaTABa HAKOM KaTeropum XSS
ATaKNM; IMIPenopBbUYUTEesIHE CTOMHOCT »X=XSS-Protection:1; mode=block”;

T) X-Frame-Options - mama YKasanusa Ha Opaysbpa ma He BKapBa yeb
CTpaHmuaTa BbB frame/iframe Ha mpyru ye6 CTPaHULN; MNPEeHoOPBLUMTeIIHA
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CTOMHOCT nX—frame-options: SAMEORIGIN”;

o) Content—Security—Policy — [PeloTBpaTABa WUPOK CIIEKTBP OT
aTakKM, BKIOUKUTeNHO Cross-site scripting u mpyru cross-site
injections;

e) Referrer-Policy Header - [I0O3BOJIABA Ha cajTa ma KOHTPOJMPA
KOJIKO MHOOPMauus C HaBUTALMS [a Ce BKIIOUBA B Opaysmbpa M3BLH
OOKYyMEeHTa;

%) Feature-Policy Header - [IO3BOJIABA Ha cauTa Oa KOHTPOJMpa KOou
OYHKUMM ¥ NPUIIOXHM lIpoTpaMuy MHTepdeicu (API) MOTaT ma ce MBOOoISBAT
B Opaysspa;

3) HTTP Public Key Pinning (HPKP) - sammuTen MEeXaHM3BM, KOMTO
nospoJiaBa Ha HTTPS yeB camnroseTe Ha Ce€ NIPOTMBONOCTABAT Ha MMUTALNUS
OT CTpaHa Ha aTakKyBallUTe, MRMIOJI3BAUKU HeNPaBMJIHO UBIALEHU WU
JIBRIUBU CcepTudmkaTu.

PASIEN IV
AOII'BIHATEJIHM PABIOPEIEU

Un.37. HacToamaTa OOJMTUKA =a MpexoBa U MHOOPMALMOHHA CUTYPHOCT
€ cpobpaseHa CBIJIACHO He., oBH., IB, Bp. 59 or 26.07.2019 I'., B cuia
or 26.07.2019 r., BakoHa =a knbepcurypuocr, npuer or 44-1o HC Ha
31.10.2018 1., KakTo UM C APYTU MEXOyHapOOHM CTaHIapTM B OBJACTTa Ha
MHOOPMALVOHHUTE TEeXHOJIOTUM U CUTYPHOCTTa Ha MHQOPMALMATA, IOCOUYEHMU B
[Ipuoxenuelr 1 or HMMMUC u nofpu NPaKTUKNA B oBnacTTa Ha
VMHQOPMALIMOHHUTE ¥ KOMYHMKALMOHHUTE TEXHOJOIUM, IPENOPBYaHU OT BOIEMU
B ofsacTra Ha MpexoBaTa u MHOOPMALMOHHATA CUTYPHOCT opraHM3aluu.

Un.38. CwIlacHO HacToOsmaTa [NOJMTUKA 3a MpexoBa M MuHOOpMAallMOHHA
CUTYPHOCT, KJIacCUdMKaAUMITa Ha nHQopMalmaTa e cBoBpasHo  HMUMUC u
HpeloprUnTeHaTa KiIaCUPMKALIMS Ha [lpunoxenne 2 u Ipumoxendve 9 Kom
Hapenbara. PBEKOBOOUTENAT ¥  OIBXHOCTHOTO Juie 10 MHOGOPMALMOHHA
CUTYPHOCT @paBAT MNpeLeHKa 3a BaxHOCTTa U YYBCTBUTEJIHOCTTA Ha
uHbpopMaumsaTa. CBLIACHO Tasu [pelleHKa wuHQOpMauuATa Cce pasmens B
HAKOJIKO KaTeropur. KoraTo e NpUIIOXMMO, Tasu Knacubukaumusa ce npenacs
W BBPXY BCHUUKU DPECYPCU, KOUTO YYaCTBAT B Cb3HaBaHeTO, oOpaboTBaHeTO,
ChXpaHABaAHETO, M[pPEeHACAHETOo, PasnpoCTpaHeHMEeTO M YHUIOXaBAHETO Ha
uHOOPMALMSTA, M KBM TSX Ce [IpMjlaTaT HOONXONAWM MEPKM 3a sammrTa,
CBEOTBETCTBAIIM Ha Iallaxmure.

9n.39. Hacrosmara NDOJIMTHKA cCe Ipunpyxaea C BbTpellHM HOpaBuia 3a
MHQOPMALMOHHA CUTYPHOCT, BEOHO C AHAIUS U OlleHKa Ha pucka =3a
CUTYPHOCTTA Ha MHOOPMALMOHHMUTE M KOMYHUKAIMOHHUTE cucTeMm.

Yn.40. Hacrosmara [oauTurka ce YTBBPXOABa OT YHOpaBUTeJS Ha
»KOMIIJIEKCEH OHKOJOTHYEH neHTBPp-Byprac” EQOOI u ce CBE€XIa OO S3HaAHMeTO
U VSIOBIHEHNWETO HAa BCUYKM CIYXMTEIM HA JIe4eOCHOTO SBaBeleHMue, KOUTO
Kacae, KaxTO ¥ IO ONBXHOCTHOTO JIMIIE IO MHEHQOPMAalMOHHE CUTYPHOCT.
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